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Goals for 
this 
Webinar

1. What the stakeholders need/desire.

2. Criteria for measuring effectiveness and 
efficiency.

Requestors, Data Holders, Governments, and 
Privacy Advocates will likely each have their 
own criteria

2nd webinar will use results from this webinar 
plus ideas we’ve been working on.
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Surveying the Landscape

ENVIRONMENT PROCESS
POLICY 

ENVIRONMENT
S

OPERATIONAL 
ENVIRONMENT

SEPARATING 
MECHANISM 

FROM POLICY
CONCERNS GETTING 

THERE



Environment

Registrants 
register domain 

names and 
provide 

registration data

Registrars register 
Registrants on 
behalf of 
Registries
• Registries, Registrars 
and Resellers are 
collectively Data 
Holders

Requestors 
request 

registration data

Policy Authorities 
set public policies
• Public Interest 
Advocates advise on 
public policies



Registration 
Process

During registration, registration data is collected

Which data elements are required, optional or not 
collected?

How thoroughly is accuracy checked? 

What is the privacy 
sensitivity level for each 
data element?

This is a generalization of 
“public” vs “private”

These rules may depend on 
type of registrant and 
registry

Individual vs business; requires 
protection; has PII, etc.



Disclosure 
Process

Requests 
for 
disclosure 
have 
several 
checks

Is the purpose of this 
request legitimate?

Is the requestor 
appropriate for this kind of 
request? 

Is the requestor trusted 
and accountable?



Dealing with Uncertainty

What happens if the 
Registrar doesn’t 

know the type of the 
registrant?

The rules should 
cover both known 

and unknown 
values

E.g. Registrant is 
either individual, 

business or 
unknown

“Unknown” may be 
treated the same as 

one of the known 
types



Policy 
Environment

Everybody has a 
policy.  Often more 

than one.

Everybody…

Registries

Registrars

Policy Authorities, 
e.g. ICANN, regional 

bodies, et al

Governments

These interact
Registrar must 

conform to Registry, 
Policy Authority, 

Government



Operational Environment

Distributed
There is no central place for policy 
development
• (ICANN gTLDs is large but only half of 

domains under management)
Operation of Whois was distributed.  Next 
system should be too.

Incremental
Different rates of adoption

Policies evolve => iterative adoption



Separating Mechanism and 
Policies

Protocols, e.g. RDAP
Data Element designations and definitions
Policy language and tools

Mechanisms

Collection, data element validation, sensitivity labelling
Disclosure
Interactions among different layers – Policy Authority, 
Registry, Registrar

Policies



Concerns

Group Concerns

Registrants Privacy

Data Holders Cost, Risks, Conformance with laws and regulations

Requestors Clarity, Accuracy, Effectiveness, Speed, Cost

Governments, 
Public Interest 
Groups

Protect Privacy, Serve legitimate needs



Concerns



Getting from Here to 
There

• Clarity
• Requestors need clarity 

regarding requirements for 
disclosure

• Registrars should specify 
requirements

• Registrars can choose to 
consult with each other

• Requestors should be able 
to predict outcome

• Efficiency
• Prearrangement of trust
• Prearrangement of request 

templates
• Automated interfaces

• Risk Reduction
• Insurance

• Reporting, Auditing, Enforcement
38



Stay Tuned:

Webinar 2
27 Feb 2025



Questions and comments: 
info@edgemoorresearch.org



GROUP THREE



Anne-Sophie De Brancion



Dave Piscitello





Elliot Noss





Nigel Hickson


